
INFORMATION SECURITY CONTROLS

This compilation of controls is drawn from ISO/IEC 27001:2022, NIST SP 800-53 Rev. 5, and CIS Controls v8. It is not intended to be an exhaustive list. Some controls have been consolidated into broader categories, while others such as those pertaining to OT and AI have been 
omitted. Controls can also be grouped as administrative, technological, operational, and physical; in practice, many span multiple categories. For example, data classification is an administrative control but typically depends on technological solutions for effective execution and 
lifecycle management; change management is both a preventive and a detective control, whereas patch management can be both preventive and corrective. Network segmentation is an architectural control, but its enforcement relies on technical configuration and deployment tools. forebrook.com/resources
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